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If you're a defense contractor, the time has come to meet tougher cybersecurity standards if
you want to keep working with the Department of Defense (DoD). Never fear. We'll explain
the roughly 110 requirements most businesses will need to satisfy under NIST SP 800-171
R2 (or R3 once finalized), and how they relate to DFARS and the Cybersecurity Maturity
Model Certification (CMMC) 2.0. Then we'll give practical examples throughout on how you
can implement compliant practices even in a small network.

E-N Computers is a Virginia-based IT managed service provider with remote services from
coast to coast. We're focused on small business defense contractors, particularly
manufacturing and engineering firms. Two of our veteran engineers are Registered
Practitioners (RPs) with The Cyber AB, and ENC is a Registered Practitioner
Organization (RPO), which validates our expertise as CMMC consultants.

If you want help preparing for CMMC, schedule a free strategy session with a
certified CMMC practitioner with 29 years of experience in IT. In just 30 minutes, we
will go over what your next steps should be to quickly move toward certification.

First, some important dates

You don't need to rely on speculation anymore; the regulatory landscape has changed
recently. As of November 10, 2025, the new CMMC-related DFARS clauses became
effective.

Contracts issued or renewed after the rule's effective date will include requirements tied to
CMMC Level 1 or 2 (depending on whether they involve only Federal Contract Information
(FCI) or Controlled Unclassified Information (CUI)) as part of contract award and
performance.

That means small-to-medium contractors, including manufacturing or engineering firms
working on DoD contracts, need to treat compliance as "real and required," not just a
future possibility.

And then some important acronyms

If you're looking into CMMC certification, you have likely heard a whole list of acronyms:
DFARS, NIST 800-171, CMMC, CMMC 2.0 and more.

Here's a broad generalization of what they are: NIST 800-171 recommends cybersecurity
standards. DFARS requires those standards to be followed by defense contractors. CMMC
proves whether a contractor follows the standards.

DFARS, or the Defense Federal Acquisition Regulations Supplement, lays out cybersecurity

requirements for defense contractors. The requirements are largely based on NIST SP 800-

171, a set of recommended standards developed by the Department of Commerce. NIST SP
800-171 Revision 2 (R2) currently outlines 110 security recommendations.

Up until now, defense contractors have been able to self-attest their compliance with NIST
SP 800-171 R2 by submitting a score to the Supplier Performance Risk System (SPRS).
When CMMC 2.0 is finalized, most defense contractors handling CUI will have to complete
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mandatory third-party assessments (Level 2) to certify their compliance, while those handling
only FCI will self-attest annually (Level 1).

Our guide will walk you through those 110 NIST SP 800-171 R2 requirements, which form
the basis for CMMC Level 2.

NOTE: NIST SP 800-171 Revision 3 (R3) is currently in its final stages and is
expected to be published shortly. While the overall number of controls remains roughly
the same, the requirements are restructured to align with NIST SP 800-53 R5 and
may involve some changes to specific practices. Organizations should currently use
R2 while preparing to transition to R3 upon its publication.

Each of the requirement families is divided into basic security requirements and derived
security requirements. Basic requirements outline the overall goal of the security
requirements while derived requirements list specific controls or processes that implement
those goals. But, even in these derived requirements, there are no specific means to
implement these requirements — that is up to each organization's system security plan
(SSP). So, we'll mention a few ways that these requirements can be met, but the specifics
will depend on the requirements of your company and network environment.
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3.1 Access Control

Basic Requirements

The two basic security requirements in the Access Control family are:

e Limit system access to authorized users, processes acting on behalf of authorized
users, and devices (including other systems)
e Limit system access to the types of transactions and functions that authorized users
are allowed to execute
In other words, only authorized users should be able to access your systems, and those
users should only be allowed to do what they are authorized to do. For example, a visitor to
your offices shouldn't be able to log on to one of your computers. But there's more. For
example, while your staff accountant of course needs to be able to log on to her computer
and access financial data to do her job, she shouldn't have access to engineering drawings
and R&D data from another section of your office.

Derived Requirements

There are 22 derived security requirements in the access control family. These requirements
cover specific ways that access control must be maintained on your network. First, let's talk
about "least privilege". Four of the security requirements cover this important security
principle:

» Employ the principle of least privilege, including specific security functions and
privileged accounts.
« Use non-privileged accounts or roles when accessing non-security functions.
e Prevent non-privileged users from executing privileged functions and capture the
execution of such functions in audit logs.
e Limit unsuccessful login attempts.
"Least privilege" means granting only the rights or access needed for a specific job, task, or
function. One basic way is making sure that all users — even those who occasionally need
local admin rights — are not using administrative accounts for day-to-day use. This is
especially true of admins who have rights to administer secure systems: they should use a
secondary login for those functions, with a more limited account for things like Web browsing
and email.

Another set of security requirements in this section involves remote access to your systems.

* Monitor and control remote access sessions.
» Employ cryptographic mechanisms to protect the confidentiality of remote access
sessions.

* Route remote access via managed access control points.
These three requirements almost certainly involve the use of a VPN gateway to enable
remote access to your systems. Even still, just using a VPN does not guarantee security. It
must be configured in a way that keeps authorized users secure while keeping unauthorized
users out. A well-configured VPN service will allow you to restrict access to authorized
users, route VPN traffic via encrypted tunnels, and control what services VPN users may
access. Plus, logging is required to prevent data breaches and exfiltration. The requirements
also extend to your wireless network.

e Authorize wireless access prior to allowing such connections.
e Protect wireless access using authentication and encryption.
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Of course, this means that open Wi-Fi networks are out. But even consumer-grade
encryption, such as WPA2-PSK, is probably not secure enough to meet this standard.
Enterprise-grade authentication and strong encryption should be used, for example, by
authenticating users and devices via a RADIUS service (using 802.1X). And any Wi-Fi
access provided to guests also needs to be secured and separated from your internal
network.

The final set of security requirements that we'll cover involves mobile devices, including
laptops.

e Control connection of mobile devices.

e Encrypt CUI on mobile devices and mobile computing platforms.

« Verify and control/limit connections to and use of external systems.

e Limit use of portable storage devices on external systems.
If your mobile devices are connected to untrusted networks, then extra care must be taken to
make sure they remain secure. Also, a full disk encryption solution, such as BitLocker or
FileVault, is required for any device that stores CUI. Several big data breaches in recent
years were caused by theft or loss of a laptop holding sensitive information, which would
have been mitigated by a disk encryption solution.

The next two requirement families are Awareness and Training and Audit and Accountability .
These two categories are less technical than the others we've discussed, but they are still
critical to protecting your network against threats.
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3.2 Awareness and Training

Basic Requirements
The basic security requirements for the Awareness and Training family are:

* Ensure that managers, systems administrators, and users of organizational systems
are made aware of the security risks associated with their activities and of the
applicable policies, standards, and procedures related to the security of those
systems.

e Ensure that personnel are trained to carry out their assigned information security-
related duties and responsibilities

Derived Requirements
And these are condensed down into a single derived requirement:

* Provide security awareness training on recognizing and reporting potential
indicators of insider threat.
These requirements leave plenty of leeway for you to craft your own strategy for security
awareness and training for your users and employees. Security training basics should be
part of your security training program. This can include:

Phishing awareness

Internet security

Email hygiene and safety

Social engineering training

The security requirements also mention "insider threats." While it's generally not good
business to be constantly suspicious of your own employees, caution is sometimes
necessary. Your IT team in particular should be aware of users asking for access to
information outside their job scope without good reason. Rights requests should be screened
and properly approved before being granted. Generally, policies such as these will serve to
keep the "honest people honest" and deter any potential insider threats.
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3.3 Audit and Accountability

Basic Requirements

The basic requirements for the Audit and Accountability family are:

e Create and keep system audit logs and records to the extent needed to enable the
monitoring, analysis, investigation, and reporting of unlawful or unauthorized system
activity.

e Ensure that the actions of individual system users can be uniquely traced to those
users so they can be held accountable for their actions.

There are several logging and auditing solutions that will meet this section's requirements
(for example, Graylog, Windows Event Forwarding, Splunk, or Elastic Stack). But the
derived requirements for this family will help you design and implement a solution that
complies with DFARS.

Derived Requirements

For example, one of the derived requirements is: "Provide a system capability that compares
and synchronizes internal system clocks with an authoritative source to generate time
stamps for audit records." If all your systems' clocks are out of sync, then the logs from those
systems cannot easily be correlated in an intrusion. Using a Network Time Protocol (NTP)
service to synchronize all systems with an authoritative source is a common way to meet
this requirement.

Two other derived requirements help to reinforce the concept of role separation:

e Protect audit information and audit logging tools from unauthorized access,
modification, and deletion.

e Limit management of audit logging functionality to a subset of privileged users.
If your logging service can be changed by unauthorized users, then it is essentially worthless
for a forensic investigation. So, while some users will need access to the logged data for
various purposes, only a small group should be able to delete that information — and that
action itself needs to be monitored and alarmed. That will help protect against both intruders
and insider threats.
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3.4 Configuration Management

The fourth security family is Configuration Management. Configuration management is a
set of practices that makes sure your systems and devices are configured correctly from the
start and that any changes made to their configuration don't affect the security of your
systems. It's a big topic — but even small enterprises can benefit from enacting
configuration management principles before things grow to be more complex.

Basic Requirements
The two basic security requirements in this requirement family are:

» Establish and maintain baseline configurations and inventories of organizational
systems (including hardware, software, firmware, and documentation) throughout the
respective system development life cycles.

e Establish and enforce security configuration settings for information technology
products employed in organizational systems.

While these requirements may sound similar — and they are closely related — they
emphasize two different sides to configuration management that are both important.

The first is the importance of having a configuration baseline for all devices and services
on your network. This baseline should include things like minimum software version, basic
configuration, and anything else that will allow for consistent configuration of devices on your
network.

The second basic security requirement emphasizes the security aspect of configuration. All
systems have settings that affect their security, so special emphasis needs to be placed on
that when designing your security baseline.

Derived Requirements

The derived requirements for this section highlight some important things to consider when
designing a configuration management process. The first three involve change
management processes.

e Track, review, approve or disapprove, and log changes to organizational systems.

* Analyze the security impact of changes prior to implementation.

e Define, document, approve, and enforce physical and logical access restrictions

associated with changes to organizational systems.

The first and most important requirement is simply to have a formal change management
process. For smaller systems, this could be as simple as having the CIO and IT Director
review all changes. For larger companies, this usually means a "change review board" or
other formal committee that approves changes.

Speaking of least privilege, a similar principle is highlighted in the next two requirements:

* Employ the principle of least functionality by configuring organizational systems to
provide only essential capabilities.
* Restrict, disable, or prevent the use of nonessential programs, functions, ports,
protocols, and services.
This means that just accepting the "defaults" isn't good enough when it comes to securing
critical systems. For example, Windows has dozens of services enabled by default that may
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serve a function on a client OS. But on a server system, they simply increase the attack
surface. These should be identified and disabled.

The final two security requirements involve software, particularly on workstations:

e Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized
software or deny-all, permit-by-exception (whitelisting) policy to allow the execution of
authorized software.

e Control and monitor user-installed software.

While these requirements can seem hard to manage, solutions like AppLocker (for Windows)
or other third-party Application Control/Whitelisting solutions can help you by whitelisting
locations from which software may be run, and by checking security certificates for software
in both authorized and unauthorized locations.
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3.5 Identification and Authentication

The next security requirement family is Identification and Authentication. This requirement
family covers how we verify that the users and devices connected to our systems 1) are who
they say they are, and 2) should have access to what they're accessing.

Basic Requirements

» ldentify system users, processes acting on behalf of users, and devices.
e Authenticate (or verify) the identities of users, processes, or devices, as a
prerequisite to allowing access to organizational systems.

Derived Requirements
The first of the derived security requirements mentions multifactor authentication (MFA):

* Use multifactor authentication for local and network access to privileged accounts
and for network access to non-privileged accounts.

Multifactor authentication includes "something you know", like a password or PIN, and
"something you have", like a smartcard, token, soft token, or biometric information. The DoD
uses the smartcard-based Common Access Card (CAC), but the requirements for DFARS
say you are free to choose from other MFA solutions. The key requirement for CMMC
Level 2 is the use of MFA for all access to the CUI environment, not just remote
access. The footnote for "network access" mentions that this includes access to systems
over any network, including a local one. This means that a user logging into a CUI-
handling workstation on the local network must use MFA.

The next few requirements deal with the specifics of identifier security.

» Employ replay-resistant authentication mechanisms for network access to privileged
and non-privileged accounts.

e Prevent reuse of identifiers for a defined period.

« Disable identifiers after a defined period of inactivity.
A "replay-resistant" authentication mechanism is one that prevents someone who is
shooping on network traffic from being able to store authentication and re-use it later.
Modern authentication mechanisms such as Kerberos are designed to resist replay attacks,
but you will need to make sure that your systems cannot be tricked into "falling back" to a
less-secure mechanism by an attacker.

The last few security requirements for Identification and Authentication are specifically about
passwords.

e Enforce a minimum password complexity and change of characters when new
passwords are created.
e Prohibit password reuse for a specified number of generations.
* Allow temporary password usage for system logons with an immediate change to a
permanent password.
e Store and send only cryptographically protected passwords.
* Obscure feedback of authentication information.
Tools like password re-use prevention and temporary password enforcement are built into
Microsoft Active Directory (AD DS), so enabling these is as simple as configuring a group
policy. The requirement for mandatory, periodic password changes was removed from
NIST SP 800-171 R2 based on current security best practices (e.g., NIST SP 800-63-3),
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in favor of focusing on complexity and non-reuse. AD DS also stores passwords with
one-way hashing by default, but you still need to verify that insecure legacy protocols are
disabled.
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3.6 Incident Response

The next two security families, Incident Response and Maintenance, involve taking steps to
make sure that the security infrastructure that you've put in place is still functional and
responsive to new threats.

Basic and Derived Requirements

The Incident Response security requirement family has only two basic requirements and a
single derived requirement:

e Basic: Set up an operational incident-handling capability for organizational systems
that includes preparation, detection, analysis, containment, recovery, and user
response activities.

e Basic: Track, document, and report incidents to designated officials and/or
authorities both internal and external to the organization.

* Derived: Test the organizational incident response capability.

Good incident response begins with preparation — recognizing that security incidents can
and will happen and having a plan to deal with them when they do. So having a thorough,
written incident response plan is key. Also, you'll need to figure out how and when that plan

gets put into effect.
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3.7 Maintenance

Basic Requirements

e Perform maintenance on organizational systems.
e Provide controls on the tools, techniques, mechanisms, and personnel used to
conduct system maintenance.
The first one is simple: just do it! But maintenance on complex IT systems is not a simple
matter. So, creating a set schedule for these procedures (patch management) will
minimize system downtime and security threats from unpatched vulnerabilities.

Derived Requirements

* Ensure equipment removed for off-site maintenance is sanitized of any CUI.

e Check media containing diagnostic and test programs for malicious code before the
media are used in organizational systems.

» Supervise the maintenance activities of maintenance personnel without required
access authorization.
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3.8 Media Protection

Basic Requirements

Protect (i.e., physically control and securely store) system media containing CUI,
both paper and digital.

Limit access to CUI on system media to authorized users.

Sanitize or destroy system media containing CUI before disposal or release for
reuse.

System media here refers to both removable media and anything else that could contain CUI
— backup tapes, hard drives, microfilm, decommissioned hard drives, etc. These devices
need to be protected from unauthorized access, either physically or digitally, even at the end
of their life. DoD-approved sanitization methods should be used, such as those
specified in NIST SP 800-88.

Derived Requirements

Mark media with necessary CUI markings and distribution limitations.

Control access to media containing CUI and maintain accountability for media during
transport outside of controlled areas.

Implement cryptographic mechanisms to protect the confidentiality of CUI stored on
digital media during transport unless otherwise protected by alternative physical
safeguards.

Control the use of removable media on system components.

Prohibit the use of portable storage devices when such devices have no identifiable
owner.

Protect the confidentiality of backup CUI at storage locations.
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3.9 Personnel Security

Basic Requirements

e Screen individuals prior to authorizing access to organizational systems containing
CUL.
e Ensure that organizational systems containing CUI are protected during and after
personnel actions such as terminations and transfers.
While the first requirement mainly deals with company policy (background checks, non-
disclosure agreements), the second has some technical impact for sysadmins.

In many companies, poor communication between HR and IT can result in delays between
an employee leaving and her computer account being disabled. A clear organizational policy
and good cooperation from both HR and IT can prevent such a scenario. What "special
handling" is needed for a more serious incident such as an immediate termination?
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3.10 Physical Protection

Basic Requirements

e Limit physical access to organizational systems, equipment, and the respective
operating environments to authorized individuals.
» Protect and monitor the physical facility and support infrastructure for organizational
systems.
Whether you have a small telecom closet or a large datacenter, physical security is key to
maintaining secure systems. If an intruder can get physical access to your systems, then just
about any other security measures you've taken are moot.

Derived Requirements

e Escort visitors and monitor visitor activity.

e Maintain audit logs of physical access.

e Control and manage physical access devices.

» Enforce safeguarding measures for Controlled Unclassified Information (CUI) at

alternate work sites.

Even those who have a need to access a datacenter should only do so when absolutely
necessary. Logging and good physical access controls (i.e., electronic locks, key card
systems) will help maintain physical security of your systems.
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3.11 Risk Assessment

Basic Requirements

e Periodically assess the risk to organizational operations (including mission, functions,
image, or reputation), organizational assets, and individuals, resulting from the
operation of organizational systems and the associated processing, storage, or
transmission of CUI.

This security requirement invites us to take a holistic approach to risk assessment. The
assessment should identify both internal and external threats, as well as system
vulnerabilities, to determine the overall risk to CUI.

Derived Requirements

e Scan for vulnerabilities in organizational systems and applications periodically and
when new vulnerabilities affecting those systems and applications are identified.

* Remediate vulnerabilities in accordance with risk assessments.
All systems, but particularly externally accessible systems, should be scanned for
vulnerabilities routinely. Tools such as Nessus, Tenable.sc, and OpenVAS are useful for
finding and cataloging potential exploit vectors on your network. The findings from these
scans should be formally documented, prioritized based on severity (risk level), and
tracked for remediation in the Plan of Action and Milestones (POA&M) process.
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3.12 Security Assessment

Basic Requirements

e Periodically assess the security controls in organizational systems to determine if the
controls are effective in their application.
» Develop and implement plans of action that correct deficiencies and reduce or
eliminate vulnerabilities in organizational systems.
The first requirement is the most important: testing your controls. This involves assessing
the effectiveness of your security policies and procedures.

Derived Requirements

e Develop a System Security Plan (SSP) that describes the security controls in place
or planned for organizational systems.
e Develop, document, and maintain Plans of Action and Milestones (POA&Ms) for
organizational systems that describe how any security deficiencies will be corrected.
e Monitor security control effectiveness on an ongoing basis.
A System Security Plan (SSP) is a mandatory document that describes your CUI
environment, the boundaries of that environment, and exactly how you implement each of
the 110 NIST SP 800-171 requirements. The SSP is the foundational document for
compliance and CMMC.

A Plan of Action and Milestones (POA&M) is a document used to track any outstanding
requirements (deficiencies) that are not yet fully implemented. Under the CMMC 2.0
proposed rule, the DoD has stated that a limited number of POA&Ms for the least critical
requirements may be allowed at the time of assessment for Level 2 certification, but the
most critical requirements must be 100% complete.
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3.13 System and Communications
Protection

Basic Requirements

e Monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational systems) at the external boundaries and
key internal boundaries of organizational systems.

* Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI
during transmission unless otherwise protected by alternative physical safeguards.

e Control and monitor the use of capabilities, systems, and services accessible from
public networks.

These requirements highlight the importance of boundary protection. Your firewall is the
primary tool for this, but it must be properly configured.

Derived Requirements

« Employ architectural designs, software development techniques, and systems
engineering principles that promote effective information security.
e Separate user functionality from system management functionality.
e Prevent unauthorized disclosure of CUI transmitted or stored on organizational
systems.
* Implement a deny-by-default (i.e., block all, allow exceptions) policy for traffic at the
boundary of the system.
« Implement a system-wide traffic filter (firewall) that blocks unnecessary protocols and
services.
Implementing a "deny-by-default" firewall configuration is a fundamental security practice.
This means the firewall is configured to block all traffic unless a specific port or protocol is
explicitly allowed for a specific reason.

Another key derived requirement focuses on securing remote endpoints and using
encryption:

e Terminate network connections associated with communications sessions at the end
of the sessions or after a defined period of inactivity.

* Encrypt CUI at rest and in transit whenever it is stored or transmitted outside of a
physical protected boundary. This typically requires using FIPS-validated
cryptography for encryption.

The requirement for encryption during transmission is met by using protocols like TLS 1.2 or
higher for web traffic and secure VPN tunnels for remote access. The emphasis on
using FIPS-validated cryptography (a module that has been certified by the National
Institute of Standards and Technology) is a specific and critical requirement for protecting
CUL.
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3.14 System and Information Integrity

The final security family is System and Information Integrity. This family defends your
systems against malicious code and system flaws and makes sure security alerts are
appropriately handled.

Basic Requirements

* Periodically identify, report, and correct system flaws.
e Provide protection from malicious code.
e Monitor system integrity continuously.
This section covers two cornerstones of IT security: patching and antivirus/anti-malware.

Derived Requirements

e Receive and implement timely security alerts and advisories from information
sources and disseminate them to relevant personnel.
» Update malicious code protection mechanisms (e.g., antivirus definitions) when new
releases are available.
e Perform periodic scans of the organizational systems and real-time scans of files
from external sources.
e Monitor security inputs to identify unauthorized changes to the system
configuration.
* Employ intrusion detection tools and techniques to monitor and analyze system
events, as well as intrusion prevention mechanisms (e.g., firewalls, host-based
IDPS) to protect system resources.
The first requirement emphasizes the importance of a vulnerability management program.
Your IT team should be subscribed to security alert services (such as CISA alerts) and have
a documented process for assessing and applying security patches.

The final requirement for Intrusion Detection/Prevention Systems (IDPS) is a key control.
This can be met with Network Intrusion Detection Systems (NIDS) or modern Endpoint
Detection and Response (EDR) tools that monitor system processes and flag suspicious
activity in real-time.
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Final Thoughts on CMMC Compliance

Understanding these 110 requirements across the 14 control families of NIST SP 800-171 is
the first step toward CMMC Level 2 certification. Remember that CMMC requires not only
the implementation of these controls (the technical part) but also the documentation (SSP,
POA&M, policies) and institutionalization (proof that your employees follow the
procedures).

The deadline for full compliance is now effectively the date you bid on a contract that
specifies CMMC requirements. Don't wait for the rule to be fully published; the requirements
are known and required by existing DFARS clauses.

How We Can Help You Reach Compliance

If you have any questions about how to achieve compliance, consider partnering with a
trusted managed service provider (MSP) like E-N Computers. Our compliance consulting
and fully managed IT services have helped hundreds of clients, including in the defense
industry, to practice better security and enjoy more reliable infrastructure.

Let our expert system administrators help you build a secure, stable network that contributes
to the success of your business. Contact us today to start working toward DFARS
compliance.

encomputers.com

Sales: 866-792-6638 | Service: 866-692-9082
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